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Poarent Concerns abouwt Hhe
wse of Snapcihat & Tk Tok

Recently, yow may have seen un the media abpout the rise un concern over
the wse of Snapchat and Tk Tok: This was becanse U has now- become even
easier for otiver users to- Ldentify a location. Snapchat hay lannched a new-
update for Hheir social media app withe a new- ‘Meet Up’ feature. Thiy
feature Located within Hhe Snapcihat sectiow of the app allows for people to-
view- your location and get precise divections to- yow via Google or Apple
mapsy without any wowrning or notifications. Owr guidance for porents
wowld be to- check childirens accounts and ensure the following:

o  Ensure they only have friends added to- their accownt
o Their account W restricted witiv the correet settingy
o  Their ynap map location W set to- ‘Only Me
Tk Tok b anotiver social media platform Hiot chhildiren are using
frequently and Hiy also- comes withv risks and dangers due to- Uy ‘addictive

appeol.’ The posters below- provide funrtiver information for parents and
Coirery

Yow will be aware that both Snapchat and Tik Tok have age restrictions of
13 + and 12+ bwt we are aware Hhat childiren i primary seihhooly have
these apps on their phones and the potential dangers of information and
pictures being taken and sent to- otihersy U huge:. Please contunue to- monitor
yowr childrenws phones and othver devices to- ensure that they are safe ot all




TikTok is a video-sharing social media app available on iOS and Android which lets users
create, share, and view user created videos much in a similar manner to Facebook, Instagram
and Snapchat. It’s main draw, however, is that users can record and upload bite-sized
looping videos of themselves lip-syncing and dancing to popular music or soundbites, often
for comedic effect, which can then be further enhanced with filters, emojis and stickers.
TikTok has been designed with the young user in mind and has a very addictive appeal. At
the beginning of 2019 it skyrocketed in popularity to become the iOS store’s most
downloaded app with over 33 million downloads. Estimates suggest that it now has anything
between 500 million and over 1billion monthly active users worldwide.
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Ifunder 18, supervision
of a parent or legal
guardian required.
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Assuming your child is above the age limit to
use the app, make sure you also take the time
to talk to them about what they are seeing on
the app. Have a dialogue, get them to give you
their opinion on what is appropriate and
model the correct behaviour for them. Go over
why they shouldn't give out private
Information or identifiable photos and be
positive and understanding of them. In the
long run, getting them to think critically about
what they're seeing goes a long way to
keeping them soclal media savvy.

Understanding and learning the app yourselfis a

great way to get to grips with TikTok. You could then

even use the app with your child and watch some

videos with them. If you are the parent of a teen, even

if it does not make you popular, keep a close eye on

what they're viewing and sharing. That said, it's a

brilliant chance to tumn it into a bonding opportunity & {
with your child also. You could even unleash your

inner performer and make videos with them while

(more importantly) keeping them safe online.

Mee{ our exper(,

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
West Yorkshire Police, Pete has contributed work
which has been pivotal in successfully winning high
profile cases in eourtn wnll as writingas asubject
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Undoubtedly, the easiest way to safeguard your
child on TikTok is to make sure their account is set =
to private, This means only those users your child
approves can view, like, and follow their content.
Setting the account to private may clash with your
child’s goal of social media superstardom, but it
will keep their account secure from strangers. This
setting can be enabled under the privacy and
safety menu by pressing the ellipsis in the‘me’tab
of the app. To be extra safe, there are additional
controls available to toggle such as who can send
comments and messages, among other optlons.

With the proper privacy settings in place, TikTok can be a
safe space for your child to express themselves. However,
just in case something does manage to slip through,
make sure your child knows how to recognise and report
content that Isn't appropriate and get them to come to
you about what they have seen. TikTok allows users to
report offenders and comments within the app. You can
also block individual users by going on their profile.
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In the digital wellbeing section there’s
the ability to tumn on restricted mode
using a PIN. Restricted mode filters
out content that Is not age
appropriate although it should be
noted that this isn’t always 100% fool
proof. When enabling restricted
mode, parents should still be vigilant
to what their child is watching and
take note that the algorithm
moderating content is not infallible.

As entertaining as TikTok is, you can help your child
moderate thelr time on the app by making use of
the digital wellbeing section.

management option, you can it

allotted time allowed on the app in increments
ranging from 40 to 120 minutes. You can also lock
this preference behind a PIN number which has to
be inputted in order to then exceed the daily time
limit. This way your child can get their daily dose of
memes without wasting away the day.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 08.01.2020




EXPOSING YOUR CHILD’S
EXACT LOCATION
The‘Snap Map’ lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device. There is a warning on the Snapchat
website about uploading images and videos to ‘Our
Story! stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choose!”When uploading to
‘Our Story, your child’s image or video could appear
in “Search results and Stories on or off Snapchat -
today or in the future.”

LENS EXPLORER

The‘Lens Studio’ on Snapchat gives users the
freedom to use their i ination to design their own
filters for themselves and others to use. Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
C i idelines and must be appropriate for
Snapchatters ages 13+.” The‘Lens Explorer’in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create a lens for Snapchat, which gives
opportunities for age-inappropriate content to

be uploaded.

THE RISKS OF SEXTING
It can be htly awkward talking about this topic with your
child, but if it helps them protect themselves, itis worth it.
Talk to them about the consequences of sexting and make
sure that they're aware of the risks. Ensure your child knows
that‘Snaps’ can be screenshotted. Te y
post anything potentially embarrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the mess?ge,himage or video can be shared
urther.

K

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the lens
they want to report. An info button will appear above the
lens. Click this, followed by the flag icon. This will send a
report to Snapchat for further investigation. Reports can also
be made on the Snapchat support website:
support.snapchat.com.
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Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app

Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which

has been sent to them. Users may sometimes forget

that screenshotting is possible and send a
comp ising image or to body who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust. Simply by pressing and holding a
message, the user is able to save a message they
have received, which can be screenshotted or used
against them at a later date.

SNAPSTREAKS & ADDICTION
‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both

h Ives and their friendsh

USE ‘GHOST MODE’
We highly recommend enabling ‘Ghost Mode’ on the app so
that your child’s location will no longer be visible to anyone
on the ‘Snap Map. To enable this, go onto the Snap Map and
tap the cog in the top-right corner. Here, change the setting
to‘Ghost Mode

HOW TO DELETE A MESSAGE &
Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF‘QUICK ADD’

‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.

Awhole school community approach to online safety
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Email us at hello@nationalonlinesafety.com or call us on 0800 368 8061
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SEXTING
Due to ‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
images or‘selfies. Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. It is illegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18. This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, if a
young person is found creating or sharing
images, the police can choose to record thata
crime has been committed, but taking formal
action isn’t in the public interest.

SNAP ORIGINALS
Through ‘Snap Originals) users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
inspired by the 'snap originals' shows. This
is another feature to encourage addiction.

Your child can add videos and images to their ‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’section.
The options to choose from are ‘My Friends, ‘Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends.
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